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STUDENT EXPERIENCE & ENHANCEMENT SERVICES

Funding and Financial Support Data Protection Privacy Notice for Students
This Privacy Notice is applicable from the 2017/18 academic year onwards
1. Introduction

Your privacy and trust are important to us and this Privacy Notice provides essential information about how
the University, and specifically the Funding and Financial Support Team, handles your personal
information.

The University of Strathclyde is a data controller under data protection legislation. Any enquiries regarding
data protection should be made to the University’s Data Protection Officer at dataprotection@strath.ac.uk.

This notice is regularly reviewed and sometimes updated. It is important that you check back often for
updates to this Notice. Updates may be made at any time and you will always find the most up to date
version at - www.strath.ac.uk/dataprotection. If we make significant changes we will contact you to inform
you of this.

2. Rights under the Data Protection Act

As a ‘Data Subject’ you have a number of rights under the Act. These include the right to:

. access the personal data the University holds about you

. have inaccurate data corrected

. prevent processing of information which may cause you harm or distress
. prevent unsolicited marketing

. prevent automated decision-making.

For more information on your rights please see - https://ico.org.uk/for-the-public/is-my-information-being-
handled-correctly/

3. What is personal data/personal information?

In simple terms, personal data is information which identifies and relates to you, either on its own or in
conjunction with other information held by the University. Special category of personal data is personal
data which falls within one of these categories:

e race;
e ethnic origin;
e politics;
e religion;

e trade union membership;
e genetic data;
e biometric data (where used for ID purposes);

e health;
e sex life; or
e sexual orientation. LEADERSHIP Winner
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If we are ever collecting special category personal data, as defined above, additional safeguards will be in place
around how we can use that data.

4. The types of personal information we collect

We collect identifiable information about you in order to create and maintain adequate records in
relation to the various interactions you may have with the Funding and Financial Support Team.
Whenever you provide personal data there should be a privacy notice, like this one, which tells you
what the information will be used for.

Examples of some of the personal data we collect when you apply to us for financial support include:

a) Your name

b) Your address

c) Your student registration number

d) Your bank details

e) Your course details

f)  Your year of study

g) Details on any health or disability issues you may have

h) Your relationship status (i.e. married, single, separated, widowed, divorced etc)
i) Details on any caring responsibilities you might have

j) Details on if you are a care-experienced student

k) Details of any children you may have including their name and age
I) Details on how you are currently funding your course

The above is not an exhaustive list and on occasion we may ask for other personal data or sensitive
personal data as part of the application process. Where requested this data will be held and
processed in accordance with the data protection legislation in force at the time.

You should note that you are under no statutory or contractual obligation to provide personal or
sensitive personal data to the University or the Funding and Financial Support Team. However, failure
to disclose data when requested may result in a delay to your application, or the team’s ability to
accurately process an application for financial support.

We collect this data in order to assess a student’s eligibility for the fund, bursary or scholarship they
have applied for. The retention of this data also permits us to process payments to students, to
schedule instalment payments from our funds, bursaries and scholarships and to simplify the process
for reapplications from students.

Data Protection legislation also requires that we clarify to students our legal basis for wishing to collect and
process their personal data. The Funding and Financial Support Team process personal and special
category personal data about students. The personal data is processed using the legal basis of contract
which students enter into by agreeing to the terms and conditions. The special category data is processed
using consent on the basis that the student has provided consent at the point of application by agreeing to
the terms & conditions outlined at this stage. Consent to process the special category personal data can be
withdrawn at any time by contacting the Funding and Financial Support Team financial-
support@strath.ac.uk.
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5. How we use personal information
The Funding and Financial Support Team uses your personal data for a variety of reasons. These include:

* Responding to enquiries
* Managing all aspects of your application,
* Financial reasons, i.e. processing award payments, or other payments made to/by the University,

including bursaries, scholarships etc.

e Compiling records and statistics for research and audit purposes and management information.

e Communications with students (including by electronic means) relating to the progress of applications, awards
from funds, scholarships, bursaries etc.

* Fulfilling statutory reporting requirements i.e. SAAS financial returns etc.

* Undertaking surveys.

6. Where we store and process personal information

Electronic personal data is held on the University’s secure servers. Hard copy data will be stored securely to
prevent unauthorised disclosure.

7. How we secure personal information

The University has robust Information Security policies in place to protect all the data it holds, including your
personal data. You can read more about these policies and technical standards on the University website -
https://www.strath.ac.uk/staff/policies/informationsecurity/

On a day-to-day basis staff access to student personal data is restricted on a ‘need to know’ basis. The
University’s data protection policies and procedures make clear that all staff have a responsibility to ensure that
they handle personal data appropriately and that suitable organisational security measures are in place.

8. Who we share data with

The Funding and Financial Support Team discloses information about students to a variety of third parties. This
will always be done in accordance with the relevant legislation. You should be aware that in many cases it is not
necessary to seek your consent to share your personal data. This may be for a number of reasons, for example,
the University is under a legal or statutory obligation to provide the information.
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If your consent is required before we can share your information then we will contact you to ask for this. If you do
not consent then your data will not be shared (unless we are legally required to do so). Personal data will only ever
be disclosed in accordance with the data protection legislation in force at the time. Third parties who we share
your data with include (but are not limited to):

e Authorised agents of the University

e Student sponsors, e.g. Student Loans Company, local authorities or funding bodies (SAAS, Student
Finance England, Student Finance Wales and Student Finance Northern Ireland). If you are
sponsored by a company, embassy, consulate or any other funding body then you should be
advised in advance of what data will be shared between the University and the funder in relation to
your time at the University.

e Commonwealth Scholarship Commission

e Charitable Trusts who offer financial support to students such as The Sutherland Page Trust, The
John Mather Trust, Thomas & Margaret Roddan Trust etc

e University of Strathclyde Students’ Association.

e UK Visas and Immigration.

e Law enforcement agencies.

¢ Relevant authorities dealing with emergency situations at the University.*

e Any other authorised third party to whom the University has a legal/contractual obligation to share
personal data with.

*Please note that in emergency situations where the University deems it to be in your (or potentially
athird party’s) ‘vital interests’ the University may share your personal data, including sensitive
personal data with relevant individuals/agencies, e.g. the Police.

9. How long we keep personal information

The Funding and Financial Support Team will retain your personal data as long as necessary for the purposes
described above. Please note that after completion of your studies the University may still require to hold your
personal data for a period of time to satisfy statutory/legal obligations and/or to meet administrative requirements.
Appropriate data will be retained permanently to ensure a record of your educational achievements is retained.

Detailed below is the current retention schedule for personal data held by the Funding and Financial Support
Team for its most widely accessed funds and bursaries:

Record Description Retention period Action

Discretionary, Childcare and financial support funds application forms,  Current academic year Destroyed

supporting documents, award emails and shortfall calculators. + 6 years confidentially
Emergency Aid Fund loan form Current academic year Destroyed

+ 6 years confidentially
Accommodation bursary Current academic year Destroyed

+ 6 years confidentially
Commonwealth Shared Scholarship application forms Current academic year Destroyed
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A full retention schedule for the funds, bursaries and scholarships administered by the Funding and Financial
Support Team is available on request from financial-support@strath.ac.uk

10. Testing IT Systems

The University may also, where required, use copies of the data you provide (including sensitive personal data)
in order to test our IT systems. If personal data is used for system testing, it will be copied to a test environment,
where it will be used to test IT systems in a realistic way. This is done to ensure that changes will be effective
and will not cause loss or damage to data in the ‘live’ environment. The data about you which we hold in our ‘live’
systems will not be affected in any way. Data will not be kept in the test environment for longer than is necessary
for testing purposes, and data in that environment will not be used for any purpose other than testing.
Appropriate security precautions and permissions will be applied to the data and any copy used for testing will be
deleted as soon as the testing has been completed.

11. Right to access personal data

As a data subject you have a right to request a copy of the information the University holds about you, this is
known as a 'Subject Access Request’ (SAR). The University currently charges £10 and has 40 calendar days to
process a SAR. For more information see the University’s Data Protection web pages or contact
dataprotection@strath.ac.uk.

12. Your responsibilities

You are required to read this privacy notice/statement for students before applying to any of the scholarships,
funds or bursaries administered by the Funding and Financial Support Team. It is important that you do so, as
this contains important information about how we use your personal data and your rights.

The University strives to ensure your personal data remains accurate, to assist with this please ensure you keep
your record up-to-date via PEGASUS. More general information on Data Protection is available at -
http://www.ico.gov.uk. For information on the University’s Data Protection policies and procedures see -
http://www.strath.ac.uk/dataprotection/.

13. Your right to complain to supervisory authority

If you have any concerns or issues with the way the University has processed your personal data you can contact
the Data Protection Officer at dataprotection@strath.ac.uk. You also have the right to lodge a complaint against
the University regarding data protection issues with the Information Commissioner’s Office -
https://ico.org.uk/concerns/.

14. Status of this Privacy Notice

This privacy notice is subject to change. Data protection legislation is changing in May 2018 when the new EU
General Data Protection Regulation comes into force. You can find out more about the legislation on the ICO
website - www.ico.gov.uk. The University will advise you of any significant changes you need to be aware of, in
relation to this privacy notice.

This Privacy Notice was last reviewed on 24 May 2018. LEADERSHIP | Winner
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