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Secure your device - Android 

Check your Google account settings  

Set a secure Google password 

 

                                  

1. Select 

Settings. 

2. Scroll down. 3. Select Google. 
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4. Select Manage your Google Account. 5. Select Get started. 
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6. Select the Personal info tab. 7. Select Password. 
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8. You may be asked to verify your identity by using 

your screen lock. You can do this or use other options. 
9. If you use fingerprint identification, use your touch 

sensor. 
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10. Where it says New password, enter a secure password. 
 
Where it says Confirm new password, enter your secure password. 
 
Select Change password. 
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Decide how much information is stored in your Google account from web and app activity 

 

              

 

 

 

 

 

 

11. Select the Data & Personalisation tab. 12. Select Web & App Activity. 
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13. You can make selections to choose what is saved. 

If you want to not save anything, where it says Web & 

App Activity, slide the button off. 

14. Scroll down. 
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15. Select Pause. 16. Select OK. 
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Turn on auto-delete for web and app activity 

 

              

 

17. Under Web & App Activity, select Auto-delete. 18. Select Auto-delete activity older than. 



 
 

 

YOUR 
INFORMATION 
SERVICES 
YOUR 
RESOURCES… 
 

              

 

 

 

 

 

 

 

19. Where it says Auto-delete activity older than, select 

the drop-down button. 
20. In the drop-down menu, select your preference. 
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21. Select Next. 22. Select Confirm. 
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Turn off location history 

              

 

 

 

 

 

 

 

 

23. On the Data & personalisation tab, under Activity 

controls, select Location History. 

24. Where it says Location History, slide the button off. 
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25. Scroll down. 26. Select Pause. 
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27. Select OK. 
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Turn on auto-delete on location history 

 

              

 

28. Under Location History, select Auto-delete. 29. Select Auto-delete activity older than. 
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30. Where it says Auto-delete activity older than, select 

the drop-down button. 
31. In the drop-down menu, select your preference. 
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32. Select Next. 33. Select Confirm. 
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34. Select OK. 
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Check your location history and remove a location 

 

              

 

35. On the Data & personalisation tab, under Activity 

and timeline, select Timeline. 

36. Check your location history. If you want to remove a 

location, select it. 
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37. Next to the location, select the More Options icon. 38. In the drop-down menu, select Remove all visits. 

39. In the pop-up box that appears, select Remove. 
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Set up 2-step verification on your Google account 

 

              

 40. Select Security tab. 41. Scroll down. 
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42. Select 2-Step Verification. 
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Check what devices are signed into your Google Account 

 

              

 

 

43. On the Security tab, under Your devices, check if 

you recognise all the devices listed. If you don’t 

recognise a device or are unsure, select it. 

44. Select More details. 
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45. Select Show IP address. 
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Make your personal information private 

 

              

 

 

 

 

 

 

 

46. Select the People and sharing tab. 47. Scroll down. 
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48. Under Choose what others see, select About me. 49. If you want to make a piece of personal information 

private, select it. For example, Gender. 
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50. You may be asked to verify your identity by using 

your screen lock. You can do this or use other options. 

51. If you use fingerprint identification, use your 

touch sensor. 



 
 

 

YOUR 
INFORMATION 
SERVICES 
YOUR 
RESOURCES… 
 

       

 

 

 

 

 

 

 

 

 

52. Select Only you. 
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Turn off Find My Device 

 

              

 53. In Settings, select Google. 54. Scroll down. 
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55. Select Find My Device. 56. Slide the button off. 
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Turn off back up to the cloud 

 

              

 

57. In Settings, select Google. 58. Select Backup. 
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59. Where it says Back up to Google Drive, slide the button off. 
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Check and remove other accounts on your device 

 

              

 

              

60. In Settings, select Accounts. 61. Check the accounts on your device. If there are any 

you do not recognise or use, remove them by selecting 

them. 
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62. Select Remove. 
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Add a screen lock 

              

 

              

 

 

 

63. In Settings, select Biometrics & password. 64. Select Lock screen password. 
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65. Enter a PIN, or if you want to use another 

method, select Change Unlock Method. 

66. In the pop-up box that appears, select your preferred 

method. 
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67. Enter your PIN, pattern, or password, then 

select Continue. 

68. Enter your PIN, pattern, or password, then select OK. 
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69. If your phone has a touch sensor, you may be 

asked if you want to add a fingerprint scan lock. If you 

want to, select Add. 

70. Use the touch sensor to scan your fingerprint. 
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71. Once the scan is complete, select OK. 
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Ensure no guest accounts can be created while the device is locked 

 

              

 

72. In Settings, select System. 73. Select Advanced. 
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74. Select Multiple users. 75. Slide the button to off. 
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Check who is listed as a device administrator 

              

 

76. In Settings, select Security. 77. Select More settings. 
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78. Select Device administrators. 79. Check the users and apps listed. 
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Turn off location 

       

              

 

              

 

 

80. In Settings, select Location. 81. Where it says Access my location, slide the button 

off. 
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Make sure apps from unknown sources are not allowed 

 

                      

 

                

 

 

 

82. In Settings, select Security. 83. Select More settings 
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84. Select Install apps from external sources. 85. Your apps will be listed. Select each app. 



 
 

 

YOUR 
INFORMATION 
SERVICES 
YOUR 
RESOURCES… 
 

       

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

86. Slide the button off. 
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Check and uninstall unwanted or unused apps 
 

              

 
 
 
 
 
 
 
 
 
 
 

87. In Settings, select Apps. 88. Select Apps. 
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89. Check there are no apps there that you do not 

recognise, want, and use. If you do see any, select it. 

90. Select Uninstall. 
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91. In the pop-up box that appears, select OK. 
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Ensure your system is kept up-to-date 
 

              

 
 

92. In Settings, select System & updates. 93. Select Software update. 



 
 

 

YOUR 
INFORMATION 
SERVICES 
YOUR 
RESOURCES… 
 

       
 
 
 
 

 
 

 
Was this information helpful?   
            
CONTACT US 
 
Email: help@strath.ac.uk Call: 0141 548 4444 

 

 

94. Select Check For Updates. 


