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Secure your Mac laptop and Apple ID account Glasgow

These steps will protect your device and account from unwanted access and gathering of your personal data.
Different versions of Mac may vary in layout but the process will remain the same.

Please only take these steps if it is safe to do so.

Sign in with your Apple ID

@ Finder File Edit View Go Window Help

1. On the Finder menu, click on the Apple icon.
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The University of Strathclyde is a charitable body,
registered in Scotland, with registration number SCo15263

® Finder File Edit View Go
About This Mac

System Preferences...
ApPp Dwe...

Recent ltems
Force Quit Finder

Sleep
Restart...
Shut Down...

Lock Screen
Log Out ISSupprtService... 0#Q

2. In the drop-down menu, click on System
Preferences...
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. Sign in to your Apple ID
Set up iCloud, the App Store and more.

Apple ID

Your Apple ID lets you access your music, photos, contacts,
calendars and more on your devices, automatically.

Apple ID:

3. Click on Sign In. 4. In the Apple ID window that appears, enter your Apple
ID email address.

AppleiD Apple ID

Your Apple ID lets you access your music, photos, contacts, code sent to your other devices.
calendars and more on your devices, automatically. essag oL er devices running
: o ode to continue
Apple ID:  help@strath.ac.uk
Password: |

Apple ID

Apple ID

Cancel Continue

5. Enter your password, then click on Next. 6. Enter the verification code you receive, then click on
Continue.
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Enter your Mac password.

The password you use to unlock this Mac will also be
used to access saved passwords and other sensitive

data you store in iCloud. -
Do you want to merge Safari, News and

Username: Stocks with iCloud?
Your information on this Mac will be uploaded and

merged with the Safari, News and Stocks stored in
iCloud.

Password:

Don't Merge Merge

7. You may be asked to enter your macbook 8. In the pop-up box, select your preference.
password. Enter your details, then click on OK.

Ensure your Apple ID password is secure

Elaine Borland Apple ID
Apple ID, iCloud, Media & App Store
Apps on this Mac using iCloud:

v ‘ iCloud Drive Options...

v LGH
Elaine Borland Mail

help@strath.ac.uk

' Overview g
ﬂ Calendars

- Name, Phone, Email
‘ Reminders
' Password & Security

1
Contacts

! Payment & Shipping

B iclouwd

Ac Media & Purchases

iCloud Storage: 5 GB (4.66 GB Available)

47 GB Manage...

?

9. In System Preferences, click on Apple ID. 10. Click on Password & Security.
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Apple ID: help@strath.ac.uk

Password: Change password...

Last changed: 22 October 2020

Two-factor authentication: @ On
Elaine Borland Your trusted devices and phone numbers are uss
he ath.ac.uk signing in.

Name, Phone, Email in order to sign in on another de;

Password & Security Get a verificatiori code
Payment & Shipping
iCloud System Preferences wants to make changes.

Media & Purchases Enter your password to allow this.

Password:

Cancel

11. Click on Change password.... 12. In the pop-up box, enter your macbook password,
then click on Allow.

Change password

Your password must be at least 8 characters long and include a
number, an uppercase letter and a lowercase letter.

New password:

Verify:

Cancel

13. Where it says New password, enter a secure password.
Where it says Verify, enter the secure password again.

Click on Change.
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Check and remove trusted phone numbers Glasgow

. Elaine Borland

Apple ID
Apple ID, iCloud, Media & App Store

Apps on this Mac using iCloud:
v .‘ iCloud Drive Options...

s Photos
Elaine Borland Mail

help@strath.ac.uk .
Contacts

' Overview S

§ Calendars
- Name, Phone, Email

m Reminders
. Password & Security

@ Safari

‘ Notes
B iclouwd Siri

e Mac Storage

B rayment & Shipping

A Media & Purchases
ents of iCloud Drive wi
e. Older documents wi

w= |SSupprtSen
u iCloud Storage: 5 GB (4.66 GB Available)

4.7 GB Manage...

?

14. In System Preferences, click on Apple ID. 15. Click on Password & Security.
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Apple 1D Glasgow

Apple ID: help@strath.ac.uk

Password: Change password...

Last changed: 22 October 2020

Two-factor authentication: @ On
Elaine Borland Your trusted devices and phone numbers are used to verify your identity when
help@strath.ac.uk signing in.
Trusted phone numbe it... Trusted phone numbers:

Overview a —
to verify your ident

Trusted phone numbers are used to verify your identity when
Name, Phone, Email G i in order to sign in on anothe .com signing in on a different device or browser.

Password & Security Ll e

+44 141 548 4444
Payment & Shipping

iCloud

Media & Purchases

ISSuppriServi
This

Elaine's iPad
iPad Air 3

16. Click on Edit.... 17. In the pop-up window that appears, check that all the
phone numbers listed there are ones you want. If you
want to remove any, select the phone number you want
to remove, then click on the Remove icon.

Trusted phone numbers:

Trusted phone numbers are used to verify your identity when
signing in on a different device or browser.

+44 141 548 4444

18. Click on Done.
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Check and remove contact details Glasgow

Elaine Borland

Apple ID
Apple ID, iCloud, Media & App Store pple

Apple ID: help@strath.ac.uk

Password: Change password...

Last changed: 22 October 2020

Two-factor authentication: @ On

Your trusted devic phone numbers are u:
signing in.

. Trusted phone numbers: 1 Edit...
' Overview
used to verify your identity when signing in on a
- Name, Phone, Email

ler to sign in on another device or on iCloud.com

P& Password & Security Get a verification code

! Payment & Shipping

n iCloud

A Media & Purchases

20. Click on Name, Phone, Email.

Apple ID

Name: Elaine Borland Edit...
Date of birth: 29 May 1963 Edit...

Contactable at

= phone numbers and email addresses via iMessage,
maore

Elaine Borland
help@strath.ac.uk
rath.ac.uk

Overview
Name, Phone, Email

Password & Security

Announcements
Payment & Shipping

pr

. Apps, music, TV and more
iCloud

Media & Purchases " .
° Are you sure you want to delete this email

address from your account?

1SSupprtS:
This

Delete address

21. Check that your contact details listed there are  22. In the pop-up box that
what you want. If you want to remove anything, appears, click on Delete address. YOU
select the email address you want to remove, then R

click on the Remove icon. INFORMATION
SERVICES
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Check and remove shared devices Glasgow

. Elaine Borland

Apple ID

Apple ID, iCloud, Media & App Store

Name: Elaine Borland Edit...

Date of birth: 29 May 1963 Edit...

Contactable at:
- 3 hone numbers and email addresses via iMessage,
"

ore.
Elaine Borland
help@strath.ac.uk

' Overview
- Name, Phone, Email

- Password & Security
Announcements
B rayment & shipping R

" Apps, music, TV and more
n iCloud _

ve i
A Media & Purchases
Apple News newsletter

= ISSupprtSen
T

22. In System Preferences, click on Apple ID. 23. At the bottom you will see listed any shared devices
synced to your own. Check if you recognise every device.

If there are any you do not want, or no longer use, select
them.
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. Elaine's iPad
Model: iPad Air 3
Version: iPadOS 14.6
Serial Number: FOFZBHD3LMPG

Borland
help@strath.ac.uk Backup: @ 0On
Last backup: 27 April 2021 at 01:12 pm

Find My iPad: @ On View on web

Overview
Name, Phone, Email
Password & Security

Payment & Shipping

iCloud

Media & Purchases

Remove Elaine’s iPad from your account?
ISSupprtServi o 2 ¥ o
This f" Book rL L Y After you remove this iPad Air 3, it will no longer be able to approve new

If you do not re ise y hould remove it and

Elaine's iPad devices or use iCloud and other Apple services until you sign in again.

Remove from account...
Cancel Remove

K

24. Click on Remove from account.... 25. In the pop-up box that appears, click on Remove.
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Check Family Sharing and choose who you share with Glasgow

L ] >

. Elaine Borland

Apple ID, iCloud, Media & App Store

22. In System Preferences, click on Family Sharing.

Family Sharing: On Turn Off...

" Elaine Borland (me) Details.

- itsupport-service@strath.ac.uk
Invitatior

Re-send Invitation
Elaine Borland
help@strath ac.uk

Family

A Purchase Sharing
D iCloud Storage
E} Location Sharing

R Screen Time

Apple Music
sty TV Channels
de Apple Arcade

Apple News+

23. Check you want everyone listed to be there.

If you want to remove an account, you can do so, but the
process is slightly different if you are the family organiser
or not.

If you are the family organiser, select the account you
want to remove, then click on the Remove icon.
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Are you sure you want to remove
“itsupport-service@strath.ac.uk"?

A

"itsupport-service@strath.ac.uk” will not be able to
join your family.

Remove

k

24. In the pop-up box that appears, click on
Remove.

Cancel

University of

Strathclyde

Glasgow

Elaine Borland
he th.ac.uk

Family

A Purchase Sharing

Add a family member to share services and stay
connected.

Invite up to five pecple from your household to join your family.

You can also share an Apple Music family subscription, an iCloud

n iCloud Storage
storage plan and more.

E] Location Sharing Add Family Member.

R Screen Time

Apple Music
sty TV Channels

ae| Apple Arcade

Apple News+

Turn Off Family Sharing... ?

L

25. Alternatively, if you want to remove all accounts and stop
sharing with anyone, click on Turn Off Family Sharing....

YOUR
INFORMATION
SERVICES

YOUR
RESOURCES...




University of

Strathclyde

Glasgow

Turn off Location Services

. Elaine Borland

Apple ID, iCloud, Media & App Store

General  FileVault  Firewall  Privacy

= Location Services
Allow the apps and services below to determine your location.

1
Contacts

ﬁ Calendars

' Reminders
Photos
n Camera —_

) Indicates an app that has used your location within the
M Microphone last 24 hours.

M Speech Recognition

@ Accessibility About Location Services & Privacy...

Q Click the lock to make changes

38. In System Preferences, click on Security & Privacy. 39. Click on the Lock icon.

General FileVault Firewall Privacy

< Location Services + Enable Location Services
llow the apps and services below to determine your location.

1 Contacts
Google Chrome

ﬁ Calendars
! Reminders
Weather

Photos
9 News

-' ! Camera
 Indicates an app that has used your location within the
M Microphone last 24 hours.

Siri & Dictation

System Preferences is trying to unlock Security &
Privacy preferences.

Enter your password to allow this.

M Speech Recognition

Username: ISSupprtService

Accessibility About Location Services & Privacy...
Password: ®

N

Cancel Unlock B Click the lock to prevent further changes Advanced..  ?

40. You may be asked to enter your macbook 41. Untick the box next to Enable Location Services.
password. Enter your details, then click on Unlock.

YOUR
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Turning off Location Services will prevent
you from locating this Mac with Find My
Mac.

Click Turn Off to disable Location Services and
remove this Mac from Find My Mac.

Cancel Turn Off

K

42. In the pop-up box that appears, click on Turn
Off.

O
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General FileVault Firewall Privacy

~f Location Services Enable Location
Allow the apps and serv determine your location.

| Contacts

ﬁ Calendars

m Reminders

Photos

” Camera

M Microphone

M Speech Recognition

@ Accessibility About Location Services & Privacy...

prevent further changes. Advanced... ?

43. Click on the Lock icon.
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Download only from trusted sources

. Elaine Borland

Apple ID, iCloud, Media & App Store

General  FileVault  Firewall Privacy

= Location Services
Allow the apps and services below to determine your location.

1 Contacts

ﬁ Calendars

m Reminders
Photos
r" Camera —

: Indicates an app that has used your location within the
M Microphone last 24 hours.

M Speech Recognition

@ Accessibility About Location Services & Privacy...

< to make changes.

44. In Systems Preferences, click on Security & Privacy. 45. Click on the General tab.

General  FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

¥ Require password | immediately < after sleep or screen saver begins

System Preferences is trying to unlock Security &
Privacy preferences.

Allow apps downloaded from:

Enter your password to allow this.

Username: [SSupprtService

Password: |

Cancel Unlock

46. Click on the Lock icon. 47. You may be asked to enter your macbook password.
Enter your details, then click on

Unlock. YOUR
INFORMATION
SERVICES

YOUR
RESOURCES...
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General FileVault  Firewall Privacy

A login password has been set for this user Change Password...

¥ Require password | immediately T after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:
App Store
* App Store and identified developers

Advanced... ?

48. Select App Store and identified developers, then click on the Lock icon.

Turn on automatic software updates

. Elaine Borland

Apple ID, iCloud, Media & App Stare

Updates are available for your Mac Update Now

+ macOS Catalina Security Update 2021-003 10.15.7
« Safari 14.1.1

Software Update U cence agreement that

Automatically keep my Mac up to date Advanced... ?

42. In System Preferences, click on Software Update.  43. Tick the box next to Automatically keep my Mac up to
date.
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Updates are available for your Mac Update Now

« macOS Catalina Security Update 2021-003 10.15.7
= Safari 14.1.1

Software Update

+ Automatically keep my Mac up to date Advanced...

44, Click on Update Now.

Check and remove apps

# Finder File Edit View Go Window Help
-
45, On the Finder menu, click on Go.
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Go Window Help

Select Startup Disk 0381

Recents O %F
[® Documents 30
B8 Desktop %D
© Downloads X $L
12t Home O%H
= Computer £ 3C
@ AirDrop 0 %R
@ Network 038K
¢ iCloud Drive 381

A Applications O RA
2% vunues 38U

Recent Folders >

Go to Folder... Rt de]
Connect to Server... #K

46. In the drop-down menu, click on Applications.
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ktop.

& Recents 3 . Finder wants to move “McAfee Endpoint Security

© pownloads for Mac" to the Bin.

@) Airdrop

Enter your p rd to allow this.
' Documents

Ay Applicati .
e Username: |SSuppritService

ey
& iCloud Drive Password: |

47. Check there are no apps there that you do not 48. You may be asked to enter your macbook password.
recognise, want, and use. If you do see any, select it Enter your details, then click on OK.
and drag it to the Recycle Bin.

Was this information helpful?
CONTACT US

Email: help@strath.ac.uk Call: 0141 548 4444
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