Secure your Windows device and Microsoft account
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1. Click on 2. In the pop-up menu, click on the Settings 3. In the pop-up window, click on Accounts.
the Start icon.
icon.
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Your info Other users

_ . Work or school users

Accounts Accounts Add a work or school user
Your info = Yourinfo Q DS\PKbOSTTT

Email & accounts Email & accounts

Sign-in options ELIZABETH Sign-in options Other users
Access work or school st Access work or school Add someone else to this PC

Other users Other users
Q Setup

Create your picture
Set up a kiosk

Sync your settin Sync your settings

@ Camera
B Browse for one

Assigned access

4. Click on Other users. 5. Check that all the users listed there are ones you want.
If you want to remove any, select that user.

User Account Control X

Do you want to allow this app to make
changes to your device?

ﬁ Settings

Verified publisher: Microsoft Windows

To continue, enter an admin user name and password.

d

9 DS\pkb09111 Domain: DS

f

6. In the drop-down menu, click on Remove. 7. You may be asked to enter your device password.
Enter your details, then click on Yes.
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Remove account

DS\yxb14182

If you remove this account's access, you might not be able to use it to sign in to this PC.

8. In the pop-up box that appears, click on Remove.

Ensure you are admin

Your info Other users

Accounts counts Add a work or school user

A= Yourinfo = Your info e DS\pkb09111
B3 Email & accounts Email & accounts
Sign-in options ELIZABETH Sign-in options Other users

Q
B3 Access work or school Access work or school I’ j Add someone else to this PC
fal

Other users Other users

Create your picture e Setup
~

Sync your settings Sync your settings

@ Camera
] Browse for one

Set up a kiosk

Assigned access

9. In Accounts Settings, check that you are listed as the 10. Click on your account.
Administrator. If you are not, click on Other users.
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Change account type Remove

11. In the drop-down menu, click on Change account
type.

Change account type
Change account type

DS\yxb14182

Account type

Standard User

Cancel

13. In the pop-up windows that appears, where it says
Account type, click on the drop-down button.
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User Account Control *

Do you want to allow this app to make
changes to your device?

Q Settings

Verified publisher: Microsoft Windows

To continue, enter an admin user name and password.

| User name

Domain: DS

12. You may be asked to enter your device password.
Enter your details, then click on Yes.

Administrator

Standard User

14. In the drop-down menu, click on Administrator.
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Change account type

E DS\yxb14182

Account type

Administrator

Cancel

15. Click on OK.

Add a secure password

Your info Sign-in options
e »me of these settings are hidden or managed by your organization

Accounts . Manage how you sign in to your device

Selec dd, change, or remove it.

8= Yourinfo = Your info .o e

53 Email & accounts Email & accounts
Windows Hello Fingerprint

Sign-in options ELIZABETH Sign-in options

:3:  Windows Hello PIN

B Access work or schoo. Access work or school

Security Key
Other users }  Other users 3
Create your picture

Sync your settings. Sync your settings q Password

Gg Camera
7] Picture

16. In Account Settings, click on Sign-in options. 17. Click on Password.
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Windows Security
Making sure it's you

We need to verify your identity for
@hotmail.co.uk.

Your account password is all set up to sign in to Windows,
apps, and services.

Cancel

X
18. In the drop-down box that appears, click on Change. 19. In the pop-up box that appears, you may be asked to
enter your device password. Enter your details.

YT
Microsoft
BE Microsoft -

@hotmail.co.uk
&« @hotmail.co.uk

Verify your identity

D Te)(t iik**i—**zﬁ

Enter password

Because you're accessing sensitive info, you need to
verify your password.

-
Password
” I have a code

Forgot password? I don't have any of these

20. Enter your Microsoft account password, then click 21. You may be asked to select a means to verify your
on Sign in. identity.
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&« @hotmail.co.uk
Verify your phone number
We will send a verification code to ****#*%26 To
verify that this is your phone number, enter the last 4
digits including 26.
h_ast 4 digits of phone number
| have a code

22. If you choose to verify by phone, enter the last 4
digits of your phone number, then click on Send
code.

the place of useful learning
www.strath.ac.uk
University of Strathclyde Glasgow G1 1XQ

he University of Strathclyde is a charitable body

registered in Scotland, with registration number SCo15263
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Enter code

[—1 If 8326 matches the last 4 digits of the phone
number on your account, we'll send you a code.

tode

23. Enter the code you received, then click on Verify.
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@hotmail.co.uk
Change your password
A strong password helps prevent unauthorized
access to your email account.
B-character minimum: case sensitive
k:urrent password
New password
Forgot my current passwol

Cancel Next

24. Where it says Current password, enter your password.

Where it says New password, enter a secure password.

Click on Next.

the place of useful learning
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University of Strathclyde Glasgow G1 1XQ
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You've successfully changed
your password!

You can now use your new security info to sign in to
your account.

25. Click on Finish.
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Personalization

B Background

Colors.

AR

Lock screen
Phone

Themes

Fonts

Start

Taskbar

Accounts Time & Language
+

26. In Settings, click on Personalization. 27. Click on Lock screen.

Settings

@ Home Lock screen Lock screen

of these settings are hidden or manage

Preview
Personalization Personalization

Choose one app to show detailed status on the lock screen

B Background L - ) o i B Background

Colors z - L | ) Colors

Choose which apps show quick status on the lock screen
Lock screen . . = Lock screen

Themes L o & - Themes
Fonts = & e Fonts

Background
Start Start

Show lock screen background picture on the sign-in screen

® On

Taskbar Taskbar
Chaose your pictdre

28. Scroll down. 29. Click on Screen saver settings.
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B Screen Saver Settings X & Screen Saver Settings X
Screen Saver Screen Saver

Screen saver Screen saver

(None) ¥ Settings... Preview (None) & Settings... Preview

Wai 20 : minutes [_] On resume, display logon screen Wait: ZoiﬂA minutes [v| On resume, display logon screen

Power management Power management

Conserve energy or makimize performance by adjusting Conserve energy or maximize performance by adjusting

display brightness and other power settings. display brightness and other power settings.

Change power settings
Cancel Apply I OK I Cancel Apply

30. In the pop-up window that appears, tick the box 31. Where it says Wait, use the direction buttons to
next to On resume, display logon screen. reduce the wait time, as this will give a narrower time in
which your computer is vulnerable.
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B Screen Saver Settings

Screen Saver

Screen saver

(None) ™ Settings...

Preview

Wait: | 20 - minutes [] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting
display brightness and other power settings.

Change power settings

G
——V

I Apply I

32. Click on Apply.
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B Screen Saver Settings

Screen Saver

Screen saver

(None) 2 Settings... Preview
Wait: 30 % minutes [v| On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting
display brightness and other power settings.

Change power settings

33. Click on OK.
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Apps & features
IO | o here 0 go apps

(s Installing apps only from Microsoft Store helps protect your device.
Anywhere

Apps & features

System Devices

Default apps Apps & features

Offline maps
Phane
Apps for websites

Search, sort, and filter by drive. If you would like to uninstall or move

Video playback an app, select it from the list

Startup
Name t All drives
65 apps found
1ime & Language

7-Zip 19.00 (x64 edition)

i@

34. In Settings, click on Apps. 35. Where it says Installing apps only from Microsoft
Store helps protect your device, click on the drop-down
button.

User Account Control X

Do you want to allow this app to make
changes to your device?

ﬁ Settings

Verified publisher: Microsoft Windows

To continue, enter an admin user name and password.

User name

Anywhere Domain: DS

Anywhere, but let me know if there’s a comparable app in the Microsoft Store

Anywhere, but warn me before installing an app that's not from the Microsoft Store

The Microsoft Store only (recommended)

36. In the drop-down menu, click on Anywhere, but  37. You may be asked to enter
warn me before installing an app that’s not from the your device password. Enter your
Microsoft Store. details, then click on Yes.
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= Settings

@ Home Apps & features
Choose where to get apps

Installing apps only from Microsoft Store helps protect your device.
Anywhere

System Devices
D i

= Apps & features

Default apps Apps & features

Offline maj
Phone & Internet L4
Apps for websites
Search, sort, and filter by drive. If you would like to uninstall or move

Video playback an app, select it from the list.

Personalization
Startup

Name t All drives
65 apps found

iig']‘ 7-Zif 54 edition)

39. Scroll down.

Apps & features
Name v Filter All drives v
65 apps found

S| 7-Zip 19.00 (x64 edition) 513 MB
L

Apps & features.

7-Zip 21.00 alpha (x64) 5.08 MB
P Ik !
Default apps

Adobe Acrobat Reader DC 334 MB
Offline maps

Apps for websites App Installer 16.0 KB

Xbox Live

Video playback

J
Autodesk Configurator 360 addin 256 MB [ oft Corporation

Startup
Autodesk Desktop App 443 MB

2| Autodesk Desktop Connect Service 53.8 MB
¥

Uninstall

40. Check there are no apps there that you do not 41. In the drop-down box, click on Uninstall.
recognise, want, and use. If you do see any, click on it.
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This app and its related info will be

uninstalled.
Uninstall
42. In the pop-up box that appears, click on Uninstall.
Encrypt your device

Windows Settings

G tene Display

43. In Settings, click on System. 44, On the navigation pane, scroll down.
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3 Battery

—= Storage

L@ Tablet

Si Multitasking

Projecting to this PC

Shared experiences

B X B

Clipboard

@ Home About

Your PC is monitored and protected.

> Remote Desktop

@ About .

Sew et n Winduns Secuity

Device specifications

Windows specifications

Il Edition
45. Click on About. 46. Click on BitLocker settings.
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! Qu BitLocker Drive Encryption (C:)
How do you want to back up your recovery key?
@ some settings are managed by your system administrator.
A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
B i i It's a good idea to have more than one and keep each in a safe place other than your PC.
B oo+ 81 G Pt e 1 oDt vl >
S °
- it ochee D Encrypion
i | — Save to your Azure AD account
Gperstngsysem arve i
Cbmoriarofi
[p— A | —> Print the recovel
 Bitocker un (ocked
R deadives
[
How can | find my recovery key later?

Next Cancel

47. Click on Turn on BitLocker. 48. In the pop-up window, click Save to a file.

>
%@ BitLocker Drive Encryption (C:)
“% Save BitLocker recovery key as x
« “ 4 = > USBDrive(D:) v | & | | Search USB Drive (D) » How do you want to back up your recovery key?
Organize = New folder =~ @ @ Your recovery key has been saved.
> ¥ Downloads ~ ~  Name Date modified Type A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
o b Music It's 3 good idea to have more than one and keep each in a safe place other than your PC.
No items match your search,
> =] Pictures
> [H Videos —> Save to your Azure AD account
> ‘e Local Disk (C)
> s USB Drive (D) — Save to a file
= Local Disk (E)
—> Print the recovery key
5 USE Drive (D)
> ¥ Network
v < >
File name: | BitlLocker Recovery Key 0C120F80-41A3-4375-A02F-DCD31FBATAFE >
Save as type: | Text Files (*.bxt) s How can | find my recovery key later?

Cancel

49. In the pop-up window, select an external drive, then 50. Click on Next.
click on Save.
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< D BitLocker Drive Encryption (C?)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's slready in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(O Encrypt used disk space only (faster and best for new PCs and drives)
(@ Encrypt entire drive (slower but best for PCs and drives already in use)

Next Cancel

51. Select Encrypt entire drive (slower but best for PCs
and drives already in use), then click on Next.

¢ % BitLacker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep warking while the drive is being encrypted, although your PC might run more slowly.

Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

itLocker will restart your computer before encrypting.

ote: This check might take a while, but is recommended to ensure that your selected unlock method
rks without requiring the recovery key.

Continue Cancel

53. Tick the box next to Run BitLocker system check,
then click on Continue.

Your device will now begin to encrypt. This may take
some time and may require a restart of the device.
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<« % BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with clder versions of Windows.

If this is a removable drive that you're going to use on clder version of Windows, you should choose
Compatible mode.

If this i< a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

(O New encryption mode (best for fixed drives on this device)

(@ Compatible mode (best for drives that can be moved from this device)

Mext Cancel

52. Select Compatible mode (best for drives that can be
moved from this device), then click on Next.

%@' BitLocker Drive Encryption >

& Encryp

n of C: is complete.

Manage Bitl ocker

54. Click on Close.
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General
[T - vy opions
Let apps use advertising ID to make ads more interesting to you
based on your app activity (Turning this off w yo )
® on
Windows permissions Let websites provide locally relevant content by accessing my
language list
B General
Speech et Windows track app launches to improve Start and search results
B Inking & typing personalization
Show me suggested content in the Settings app
: . e Diagnostics & feedback ® on
St Activity estegl Know your privacy options
. L thi: tti il ir

App permissions

4 Location

55. In Settings, click on Privacy. 56. Click on Location.

User Account Control X

Do you want to allow this app to make
changes to your device?

Q Settings

Verified publisher: Microsoft Windows

= Seltings

@ Home Location

Allow access to location on this device

To continue, enter an admin user name and password.

Windows permissions

General Dee
Location for this device is on SE€r name
2pasch Change

B Inking & typing personalization Passworc

Allow apps to access your location

Diagnostics & feedback

Domain: DS

Activity history

App permissions

A Location

57. Click on Change. 58. You may be asked to enter your device password.
Enter your details, then click on
Yes.
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s Settings
@ Home Location
ting Allow access to location on this device
Wind
General
Location for this device is off
geech Change
Inking & typing personalization
Location access for this device Diagnostics & fedback Allow apps to access your location
-
App pern
\ A Location

59. In the pop-up box, slide the button off. 60. Scroll down.

Location

Location history
Privacy

Clear location history on this device

Clear
General

) Speech
Choose which apps can access your precise

Inking & typing personalization |ocation

Camera

¥ Diagnostics & feedback )

Hi  Activity history Desktop App Web View:

App per
Allow desktop apps to access your location
A Location

61. Click on Clear.

Was this information helpful?
CONTACT US

Email: help@strath.ac.uk Call: 0141 548 4444
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